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Introduction

AThe Cabinet Office has issued an IA Maturity Model
(IAMM) for public sector bodies to assess the maturity of
their Information Assurance (IA) management. This
addresses key IA concerns such as the confidentiality of
iInformation, and in particular the protection of personal

iInformation, but does not address Business Continuity in
sufficient depth.

AThe Business Continuity Maturity Model (BCMM)
addresses this, and provides a means to assess the

development of Business Continuity Planning (BCP)
within an organisation.
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Introduction

Alt is based upon:
AThe Cabinet Office IA Maturity Model (IAMM)

ABS 25999-1:2006 Business Continuity Management
Part 1 Code of Practice

ABIP 2143:2008 Exercising for Excellence: Delivering a Successful
Business Continuity Management Exercise

Alt allows an organisation both to choose a target level of
maturity and to assess Its progress to achieving it
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|A Maturity Model Processes

Embedding Information

Risk Management Implementing Best : :
Culture VS\J/ithin Pracl?tice |IA I\/Igasures Eiees CemplEnes
Organisation
A Leadership & A Through-Life 1A A Compliance
Governance Measures
A Training, Education & A Assured Information
Awareness Sharing
A Information Risk
Management
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JA Maturity Model Levels

| A Awareness of the Criticality of 1A to the Business and Legal
Requirements

A 1A Processes are Institutionalised

/

\

A 1A Processes are implemented in Critical Areas of the Business

A

A The Number of Corporate Exceptions to Implementing IA
Processes is Known and Reported

A Responsive |A Processes are integrated as Part of Normal
Business
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BC Maturity Model Processes

Embedding Business
Continuity Management
Culture Within
Organisation

Implementing Best
Practice BC Measures

Effective Compliance

A Leadership &
Governance

A Training, Education &
Awareness

A Business Continuity
Management

A Developing and
Implementing a BCM
Response

A Exercising, Maintaining
and Reviewing BCM

A Compliance
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BC Maturity Model Levels

| A Awareness of the Criticality of BC to the Business and Legal
Requirements

A BC Processes are Institutionalised

Business

\/ A BC Processes are implemented in Critical Areas of the

A The Number of Corporate Exceptions to Implementing BC
Processes is Known and Reported

A Responsive BC Processes are integrated as Part of Normal
Business
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BC Leadership and Governance

AMain board recognition that BC is an integral requirement of corporate governance
AMain board commitment to effective BC promulgated in a top level policy statement
AMain board member responsible for Business Continuity Management (BCM)

S BRLE  AEach business area has a person responsible for BCM

AMain board members understand and accept their responsibility for the effective implementation of BCM across the organisation
AEndorsed BC Strategy
AEffective Business Continuity Management regime established

AMain board exercising due diligence with regard to the effective discharge of BCM within the organisation
AMain board members are proactively engaged in leading and championing BCM within the organisation

AMain board monitors progress towards embedding BC policy within the organisation

AThe need to assure continuity of the business is fully embedded within the organisational culture and is subject to a regime of improvement

Level 51
Optimised
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BC Training, Education and Awareness

AThere is a programme of annual BC awareness training

Level 1 - Initial

AAII staff undergo annual BC awareness training
AA programme of targeted BC education and training is instituted
A Staff behaviours are measured and trends analysed

AA programme of pre-appointment training is instituted for key staff and all existing key staff
AA sustained improvement in staff awareness of their BC responsibilities is achieved

AAccurate details of the training received by all staff are collated and reported to the main board

AThe need to assure continuity of the business is fully embedded within the organisational culture and is

el 5 subject to a regime of improvement
Optimised
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Business Continuity Management (BCM)

Level 1 - Initial

AA BCM Policy is in place

AA strategy for the implementation of BCM is established
AAll new business operations and organisational changes consider business continuity issues
ABusiness continuity considerations are included in all supplier contracts where appropriate

AAll business processes have been identified, and Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) established A
AResiliency, continuity and recovery options have been identified and agreed
AA BC risk register has been established, and a managed programme of implementation of agreed actions implemented
AA process is in place for the escalation of BC risks and issues. Yy,
N
AAll business critical process have business continuity measures established, with shortfalls in resilience and recovery measures identified
AEffective BCM processes are in place to manage risks in both existing and new business operations and information systems
A
N\

AThe resilience of the organisation to an incident is quantified, and areas where there is a shortfall between resilience and recovery measures and
those required by the main board are identified, quantified and managed.

v

Level 51
Optimised

AThe resil
customers.

AThe BC risks to the organisation, and the efficacy of the Business Continuity Management System (BCMS) to address those risks are kept under
active review.

ience of the organisation to an incident meetshoiblmseanditequi"re

me
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Developing and Implementing a BCM Response

Level 1 - Initial

Aincident Management Teams are Established

ABusiness Group Continuity Management Teams are Established
APlans are developed for the above teams

AIT Disaster Recovery Plans are Established

ARequirements for Alternate Working Arrangements (IT, Accommodation, Telephony) Established and plans in place for implementation
Ashortfalls in ability to meet business Recovery Time Objectives (RTO) and Recovery Point Objectives (RPO) identified
Ashortfalls in BC arrangements/SLAs with suppliers identified

AAlternate Working Arrangements established
ASuppler contracts include BC requirements/ appropriate SLAS

Level 47
Quantitatively
Managed

ARisks to implementing required RTO and RPO are assessed, quantified and actively managed.

Level 51
Optimised

ARequired RTO and RPO, as agreed by main board, are met
ABusiness requirements are continually assessed, and BCM arrangements updated as required
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Exercising, Maintaining and Reviewing BCM

AA programme of Business Continuity Exercises is established
AAll Business Continuity Plans have undergone a simple (as defined in BS 25999) exercise
AA process for capturing improvements to BC plans and tracking implementation is established
AA process for capturing BC incidents, assessing risks, agreeing remedial actions and tracking implementation is established

Level 1 - Initial

AAll BC Plans undergo periodic planned simple exercises
AT DR Plans undergo periodic planned simple exercises
ABC and IT DR Plans are periodically reviewed and updated

AAll BC Plans undergo periodic planned medium exercises
AIT DR Plans undergo periodic planned medium exercises, including the test of recovery and alternative working arrangements
ABusiness Continuity elements of supplier agreements are audited

APeriodic planned complex exercises are undertaken, including the use of alternative working arrangements
AIT DR Plans undergo periodic planned complex exercises, including the use of failover arrangements and recovery at alternate sites
ABusiness Continuity elements of supplier agreements are exercised

ApPeriodic complex exercises involving several groups are undertaken, such as the loss of a building.
I ASupplier Business Continuity arrangements are exercised as part of exercises
Optimised




